St. Norbert College Health and Wellness Services

CONFIDENTIALITY / SECURITY AGREEMENT

The St. Norbert College Health and Wellness Services maintains protected health information (PHI) health records on students, faculty, and staff of the institution.  These records contain confidential information and are therefore PHI according to the Health Insurance Portability and Accountability Act (HIPAA) of 1996.  This information is required by law to be protected and must be disclosed only through very specific channels and for very specific reasons (see SNC HIPAA Privacy Policy and disclosure procedure).  The use of a computer network system that is used by many people imposes many obligations.  One of the responsibilities of the St. Norbert College Health and Wellness Services is to inform its employees who have access to PHI and the computer system of their responsibilities for maintaining the confidentiality and security of the PHI and data records.

THE AGREEMENT:

I,  __________________________________________________________, 

                                                (employee name)

WILL NOT:

· Display or divulge any PHI, verbal, written, or electronic to any unauthorized entity except to fulfill my work assignment.

· Attempt to access PHI by using a user identification code or password other than my own.

· Remove any PHI records or data, or make copies from the storage areas, except in the performance of my duties.

· Release my user code or password to anyone, or allow anyone to access or alter information with my identity.  

· Use the resources available to me to engage in illegal activities or harass another person.

· Allow unauthorized use of PHI that is maintained, stored or available on the system network.

· Seek personal benefit or allow others to obtain benefit from access to confidential information or use of equipment available through my work assignment.

I WILL:

· Only disclose information to those authorized to receive it.

· Respect the privacy and security rules governing the use of any information accessible through the SNC computer network and data base and utilize only the information necessary for the performance of my job.

· Report any violation of confidentiality or computer usage fraud to my immediate supervisor.

· Respect the rules governing software applications and not use or copy unauthorized software on SNC computers.

· Respect the computer system capabilities and limit my use to only that which is required for the performance of my job, and not unnecessarily interfere with the activity of others.

· Abide by all the policies and procedures established to manage the use of the computer system and data base. 

(continued)  St. Norbert College Health and Wellness Services HIPAA Confidentiality Agreement

I UNDERSTAND:

· That all information accessed through the SNC computer network and software systems contain sensitive and confidential PHI, business, financial, and employee information;

· That I may access my personal health information with the authorization of the health care provider;

· That I must have specific authorization to access information on anyone else as outlined in the HIPAA authorization form.

· That I am responsible for logging out of my computer system station when it is unattended and will not leave unattended a display option which I have logged onto.

· That all access to SNC data information systems will be monitored.

· That my user code and password are the equivalent to my signature and that I am accountable for all entries and actions recorded under them.

· That my obligation under this agreement continues after termination of my employment until the time that all entries related to my user code and password have expired.  The privileges of my user code and password will terminate upon the date of my termination;

· That violators of this agreement will be denied access to the SNC information  systems and subject to disciplinary action as outlined in this document, and may include termination of employment and any applicable penalties under the state and federal laws governing the HIPAA  and FERPA regulations.

By signing the agreement, I acknowledge and understand its content and agree to comply, with all of its stipulations, as a condition of my employment at the St. Norbert College Health and Wellness Services.

Signature:______________________________________________________________________________

Date:__________________________________________________________________________________

Printed Name:__________________________________________________________________________

Supervisor signature:_____________________________________________________________________

June, 2014
