St. Norbert College Health and Wellness Services (H&WS)
Policy on Use and Disclosure of Protected Health Information (PHI)

PURPOSE:  This policy is to ensure that PHI is used and disclosed by H&WS as promulgated under Health Insurance Portability and Accountability Act (HIPAA) 1996, 45 CFR 164.520.

SUBJECT:  Use and Disclosure of PHI and Notice of Privacy Practices

POLICY:  Health and Wellness Services intends to comply with the HIPAA privacy law and therefore will not release PHI without the written authorization of the individual, unless the release is for continuity of care or meets the exception to the HIPAA law identified below. It is the policy of the St. Norbert College Health and Wellness Services to implement this policy through the following procedures to ensure individual health record privacy rights in accordance with the HIPAA privacy and minimum necessary rule.

DEFINITIONS

Protected Health Information (PHI):  Any information in any form or medium that is created or received 

by a health care provider or therapist,  health plan, or health care clearinghouse (covered entity) that relates to:

· The past, present, or future physical or mental health or condition of an individual.

· The past, present, or future provision of health care to an individual.

· Individually identifiable information, or with respect to which there is a reasonable basis to believe that the information can be used to identify an individual.

Use: Internal and external utilization of PHI by the St. Norbert College H&WS and referrals to community agencies
Disclosure:  The dissemination of PHI by H&WS to parties outside the H&WS (The H&WS is part of St. Norbert College, and therefore considered a Hybrid Entity, in which all individuals within St. Norbert College who have or may have access to PHI will be held to the HIPAA compliance standard). Any single legal entity may elect to be a hybrid entity if it performs both covered and noncovered functions as part of its business operations. A covered function is any function the performance of which makes the performer a health plan, a health care provider, or a health care clearinghouse. To become a hybrid entity, the covered entity must designate the health care components within its organization. Health care components must include any component that would meet the definition of covered entity if that component were a separate legal entity. A health care component may also include any component that conducts covered functions (i.e., noncovered health care provider) or performs activities that would make the component a business associate of the entity if it were legally separate. Within a hybrid entity, most of the requirements of the Privacy Rule apply only to the health care component(s), although the covered entity retains certain oversight, compliance, and enforcement obligations.

Minimal Necessary Rule:   When a covered entity (CE) uses or discloses PHI or requests PHI from another covered entity, it must make “reasonable efforts” to limit the PHI used , disclosed or requested to the “minimum necessary” to accomplish the intended purpose for the use, disclosure or request.  Exceptions to the “Minimum Necessary Standard”:

· Requests for disclosure by a health care provider for treatment of individual

· Disclosure made to the individual in response to a request for access

· Disclosures made to the Department of Health and Human Services (DHHS) related to compliance and enforcement of the administrative simplification provisions of HIPAA

· Disclosures that are required under law as described in CFR 164.512

· Disclosures for compliance with the privacy standards

St. Norbert College Health and Wellness Services 

Use and disclosure of Protected Health Information (PHI) 

PROCEDURES 

1. All persons presenting to the St. Norbert College Health and Wellness Services (H&WS) for health care or counseling will receive the St. Norbert College H&WS Privacy Notice in a timely manner. 

a) The H&WS will make a good faith effort to provide this notice to all individuals at the time of their first visit commencing April 14, 2003.  Individuals will be asked to sign ( hard copy or signature pad for electronic chart) an acknowledgement that they have read  or have been given the opportunity to read the “Notice of Privacy Practices” document.

i) For paper Charts, individuals who have signed the acknowledgement form will be flagged with a yellow dot on the chart cover, and a copy of the acknowledgement form will be placed in both the health and counseling charts, under the “Consent Tab”.

ii) Individuals who are unable to sign the form due to disability or incapacitation will have a legal representative acknowledge the privacy notice.  

iii) Individuals with an electronic chart will sign with the signature pad, the electronic copy of the “Notice of Privacy Practices” document.

b) The St. Norbert College H&WS will post its privacy notice in a prominent location in H&WS and on the website, www.snc.edu/health.

c) An individual may at any time request, in writing, a copy of our privacy notice.  

2. Should the law regarding individual privacy rights under HIPAA change, the policy regarding those rights will be adjusted, when applicable.  

a) Anytime there is a change made to the Notice of Privacy Practices, copies of the changes will be made available to all individuals at the time of their next or first visit. 

b) Changes in the Notice of Privacy Practices will be identified with highlights and made available at the SNC H&WS and its website, www.snc.edu/health. 

3. All SNC H&WS staff will receive a copy of the Notice of Privacy Practices and will be trained in its interpretation, in compliance with the law.  The training will be documented yearly, and as new staff are hired.  

4.  Persons who have access to individual PHI medical records are bound by 

     confidentiality law and include:

         a).  Staff responsible for chart development, data entry and service fee collection            

                purposes (Office Manager, receptionists, and billing clerk).


 i.  Demographics for utilization assessment

               ii.  Immunization status for required immunizations

              iii.  Encounter visit codes for billing purposes

 b).  Counselin therapist, Registered Nurses and Nurse Practitioner for treatment and education

i.  Charting notes, lab reports, coordination of care, referrals

ii.  Consultation 

         c).  MD Medical Advisor for supervisory, diagnostic, and treatment  consultation  

5.  Persons who do not have access to patient/client records include:

       a).  H&WS student workers

b).  Other St. Norbert College faculty or staff

6. Privacy and Security of health records

        a).  All active PHI health records are maintained in locked cabinets within a 

locked office facility .


i.  Original health record charts never leave the H&WS Office 

     
ii. Charts of individuals under current treatment are discretely stored           

                   during the day in designated file boxes and returned for refiling daily. 

                   aa.  At the time of visit, the chart will be in the exam room, the 

                          lab or with the health care provider.  Charts will not be left                                                 

                           unattended in the room when any individual is present.

ab. All charts will be refiled into locked cabinets daily, either in 

                           main file cabinet or locked desk drawers. 

(HIPAA procedures continued)

b).  Upon leaving the College (graduation, transfer, retirement, etc.) the original health

record is stored in a double locked storage room for one year.  After 1 year, the original record is stored for 7 years at Automated Record Management Services (ARMS, a Business Associate of St. Norbert College H&WS off campus, and retrieved as needed. A fee is assessed for any health record retrieval or duplication. Records are confidentially shred after 7 years.

c.) Data entry for computer data file and billing purposes

 

i.  The health history and encounter form will be used for all data entry.

ii.  Visit codes ICD-9, CPT and DSM-IV are medicare standards

                     iii.  The encounter form will be used for audit purposes and and will be stored in a 

      secured file for 1 year, then confidentially destroyed.

7. Health and Wellness Services Billing

a).  The encounter form will be used for individual demographics and medicare 

       coding, in which a billing invoice of the fee for services is generated 

       and sent directly to the student at the local address along with an HCFA 

       Insurance Form for individual insurance claim filing.   

b).  St. Norbert College Student Health Insurance Plan provides the capability of 


      submitting claims directly to the company through ledger billing and a copy of the bill is sent 

      to the student’s local address, with a sticker attached indicating insurance has been billed.  


c).  St. Norbert College employees who have the College insurance plan will have the billing 

      charges sent to the designated College insurance plan for benefit eligibility.   All other 

      insurance plan billing will be the responsibility of the employee  

d).   A limited invoice of service to include name of individual and total dollar

      amount of the fee for service will be confidentially sent to the finance office     

      for posting to the individual’s account.  The finance office is responsible for     

      
      collecting fees and processing insurance payments.


7. Reception Area Privacy  

a).   Individual scheduling and check-in for health care:

         i.  Individuals with an appointment for health care will provide demographic data on    

             the Encounter Form.                  

        ii.  Individuals who walk in without an appointment will fill out the Encounter Form and the     

                           Health Care Request Form to indicate the reason for the visit.

                     iii.  Appointments and Walk-ins will be entered onto the computer in the provider’s timeslot                                                                                                                               

                            with the coded number indicating the reason for the visit (see Health Care Request Form).

                     vi.  The computer screen will never be left unattended while the schedule is open.  The screen     

                            will be minimized at all times when not in use.

      vii.  The Computer terminal will be kept out of the line of vision of all who are in the 

reception area.

b).  Individual scheduling and check-in for counseling

        i.  Individuals who are coming for the first time appointment will have the receptionist make 

            an appointment with a counselor, giving them a card with therapist name and phone no.

        ii.  Individuals taking the Outcomes Questionnaire (OQ) will be directed to the triage room
       ii.  Individuals returning for counseling appointments will go directly to the counseling annex

      iii.  Counselors will indicate they are in session by pressing their respective lighted button 
 
            to notify the receptionist that the individual has arrived for their appointment

c).  Transferring individuals from the waiting area to the clinical area

          i.  First names only will be used to call individuals waiting for an appointment 

                 ii.  At the end of the day all PHI will be filed in appropriate file systems

 iii. Exchange of information between appropriate office staff will only occur in a    

       confidential setting ( private office, etc)

(HIPAA procedure continued)

The Health and Wellness Services, for disclosure of PHI, unrelated to the disclosures included in the Privacy Notice, will require a verification of the requesting party and an “Authorization for Disclosure of Health Information” from the individual ( see attached).

When disclosing PHI, H&WS will make reasonable attempts to limit the PHI to the minimum necessary to accomplish the intended purpose.  

Procedure:

1. For disclosure of PHI that does not require an authorization, see the Notice of Privacy Practice and Procedure.

2. To request an “Authorization for Disclosure of Health Information” the following is required.

a. Verification of identity ( ID card, student ID no. employee ID no. and driver’s license).

b. Written reason for request, and name and address of entity to receive the PHI.

3. Request for Disclosure Form 

a. Provide requestor with Authorization for Disclosure of Health Information Form

b. Review Form to assure that all information is correct and disclose the PHI as indicated.

c. Document the date the disclosure was made on the Form.  Place Form in the individual’s chart.  Log date and disclosure recipient on the PHI Disclosure List Form in the chart ( see attached). 

4. Exceptions to obtaining the Authorization for Disclosure of Health Information Form.  Disclosures in this category must be consistent with any prior expressed preference of the individual, must be in the best interest of the individual and provide an opportunity for the individual to object to uses of disclosures if practical to do so:

a. Emergency Care

b. Care for an incapacitated patient (attempt to obtain an authorization from the person authorized on behalf of the individual to request authorization).
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